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“Place hand here for identification,” is possibly one of the many phrases one may be hearing at their place of employment should they wish to access secure information. Or how about this: instead of moving the mouse on the computer to exit a screen saver, you press your thumb to a little button? These operations, as well as many others, are the basis for what is referred to as Biometrics. 

Biometrics are the processes of using a biological or physical structure of a person to access secured information. In short, Biometrics is a way for a person to wholly prove they are who they claim to be. Is this way of identification really needed, or is it just a floating fad that may or may not stick around? Also, after the utilization of Biometrics, how well does it work through the years as people grow and change?

The first question that one may ask is why Biometrics are becoming more popular now than in the past. The answer, according to the National Institute of Standards and Technology (NIST), is that with the past events of September 11, 2001, security has become an overwhelming part of multiple agencies; these being governmental, enterprise, and civil. To further accommodate this, according to a study that was done on November 20, 2002, the United States failed miserably when its agencies were tested for security issues. Twenty-four of the largest agencies and departments in the government were considered to be failures in the essence of security. Investigators said that the protection of computers and information should be a primary objective should the United States be under terrorist attacks. These security systems could be protected by biologically authenticating users who wish to access specific information.  

Biometrics provides a way for users to prove who they are. One might argue that these practices are already in use; passwords are an example. However, how many times has a company technician found a users password in the desk drawer or guessed it? Passwords and security cards provide a sense of security, but they can be defeated.  What about being nice? For instance, Johnny tells Sarah that he forgot left his swipe card out in his car and he need to go to the “Accounting Department” which is behind a locked door. Sarah lets him use her card. People have a tendency to be nice to accommodate the needs of others as Sarah does for Johnny. But what’s to keep Johnny from using a card-copy machine he got off E-Bay to copy Sarah’s card? What if the card that Sarah had gave her access to secured areas than Johnny’s did? If Johnny copied her card, now he has permission to go where she can. These ways have no actual proof that the user entering the password or swiping the card is the correctly authorized person

Discussion groups are another threat to security. Have you ever noticed what people talk about at the “watering hole” in the office? You know, that water tank that people flock around. Or what about the smoke-breaks that people go on? Have you ever found yourself listening to what goes on at either of these places? If you have, you might have heard how a secretary knows where the manager keeps the secret key. Or you might have heard how easy it is to find certain information in the system.  

Biometrics provides a way to overcome this problem.  By using a piece of information that is specific to a certain user, a security system can cross reference an input against that information to see if it matches. Theoretically, this information is dependant upon only one person in the world.  This biological information is kept on file in a secured area and provides a basis for the intended identification system—Biometrics  security  systems. 

Here’s a typical example; access to ACME Corporation’s administration room (where the company’s network servers are located) is located behind an electronically locked door that requires a button combination to be entered. Let’s assume that the only person who has authorization to be in that room is the administrator. Also, let’s assume the company’s custodian has been offered a substantial amount of money (by the RoadRunner Subsidiaries) to “mess with” the servers. To accomplish this, when the custodian cleans the office desks, he sneaks a look into the drawers and finds a slip of paper with a code on it. Putting one-and-two together, he realizes this is the code to the administration room. The custodian goes to the door, uses the code, the door opens, and they walk in and move a few wires—just enough to do some damage.

There is a problem with this security. Although the network administrator of ACME Corp. had authorization to the room, the current in-place security system doesn’t know how to delegate the difference between the administrator and anyone with the code. Therefore, the security system will acknowledge anyone with the correct security code as the administrator. When this is realized, ACME Corp. implements Biometrics security systems, which uses a biological piece of information about authorized users. This information, for example a thumbprint, would somehow be kept on file. For ACME, even if the number sequence code is still needed, there is only one thumbprint that would open the door to the servers. Normally, no two fingerprints are the same, so only the person with the authorized print would be allowed to access the administration room. That thumbprint biologically proves that user is the one who has been granted access. Usually, the only way to bypass this is for a would-be thief to cut off the user’s thumb, but let’s hope that’s not figured out.

Along with Biometrics, there is the coexistence of standards. Standards are the processes, or guidelines, in which developers must conform their technologies to be in accordance with others. The ITL, or Information Technology Laboratory, is the leader in setting these standards regarding Biometrics.  Another reason for Biometric standards is the substantial growth and interest in biometrics with respect to industry activities [Standards, ITL]. The ITL is working with end-users and the industry to provide the basis of how Biometrics should be implemented without conflicting with other systems.

To compensate for compatibility problems, and to provide a way of systems being able to ‘talk’ with each other, a program language has been adopted. This language is called the Common Biometric Exchange File Format, or CBEFF for short. With this language, a way of interoperability between applications and systems, future integrations, and improvements are guaranteed to be non-problematic. Along with the CBEFF, the application section that describes how Biometrics will be supported has been defined in the BioAPI. This is an extension of the American National Standards Institute (ANSI), which is spearheading, along with the BioAPI Consortium, a set of ‘open system’ usage with cross-platform compatibility issues.

Simply put, industries are trying to make a set of guidelines for Biometrics to follow.  Think about it. How frustrating would it be if you bought a fingerprint reading card for your computer and the software wouldn’t “talk” with it?  Compare it to the guidelines for movie videos.  Guidelines make it possible for you to use your VCR to watch movies released  by  any company,  not just  one like Universal Studios or Warner Bros.  It would be very expensive if you had to have a VCR to watch each different companies movies. 

Although some people may see biometrics as a security issue in a business, they may ask how will this technology fare for public events? This question has arisen and been answered by the NIST with many different answers. One of those is personal identification system. Fingerprints could be linked to databases of information making it unnecessary for a card system. Think about it; rather than show your driver’s license, one could simply have their pinky-finger scanned for a complete user query. How many times have you left home and forgot your driver’s license? I guarantee you will never leave home and forget your pinky.  What if you loose your wallet or purse that has your ID inside? Use a fingerprint to prove you are really yourself.  

Another area of public interest is safety. An example of this area could include when a person enters a nightclub, their picture is digitally captured, and by using Biometrics, their image is cross-referenced against a police database. If anyone with an arrest-warrant is found, the police are notified. Many businesses use digital cameras to take motion videos of what happens in their store. If someone robbed a store, their picture (theoretically) is caught on tape and the police can use that to match against a database to see any history about the robber. However, this is one of the earliest forms of Biometrics; albeit crude, it does work.

At a personal level, Biometrics can keep a user’s personal data protected. For instance, to access a computer, a user might have to have a thumb scanned. If the scan is accepted, then the user can use the computer. This would especially be useful if a parent would like to monitor when a child may access the computer. Or think of it this way: a parent restricts access to certain sites; say pornographic or violence-related sites on the Internet. If the child tries to access one of these sites, the computer will ask for Biometric proof that will grant them access. IBM computer systems are already taking advantage of this by integrating a fingerprint scanner into the side of select notebooks.

So far, the above examples have included fingerprints and digital image captures, however, these are not the only types.  To date, there are seven main types of Biometric methods: fingerprinting, hand geometry, voice, iris, facial, and signature. Bell ID has been pioneering in the advancement of these different methods, helping to increase the ease of use to the end-user. Some of these methods have been in use for past years, where others are only now being researched and used.

Along with the fingerprint, the hand has a certain geometry that is specific to an individual.  In Biometric terms, a system would scan a person’s hand and relate several points to the base code.  If these points match, then access is granted. Hand geometry is probably the best choice for companies starting out in the implementation of Biometrics.  This  is  because  hand  geometry  is  very  easy  to  integrate  into  current  systems.  Also,  the accuracy  of  determining  one  hand  from  another is very reliable.  When used in conjunction  with  fingerprints,  this  form  in  identification  can  be  very  productive.

The eye provides another Biometric reference point.  Some types of this technology use the Retina (the black center of the eye) while some use the Iris (the colored part of the eye). Retinal systems require the user focus on a point of the scanning system while a light is flashed over the eye. The system looks for certain markings of the Retina, and when found, the system grants access to the user. Iris scanning systems have the ability to conform to the people using the system. Problems with people who wear glasses or a diversity of ethnic groups have been considerably improved [Iris, BellID]. However, because of the requirement of having to focus on a single point, this system has decreased in popularity, although it’s ease of use and accuracy level has increased.

To explain this a little bit more easily, take a look at the comic-made-movie, X-Men. In this movie, the leader of the X-Men, Professor Xavier, must find a runaway child. In order to do this, he needs to access special equipment, which is securely locked behind large steel doors. To enter into the room and use the equipment, he places himself in front of a receptacle.  Once there, a special type of “laser” (for lack of a better word) scans over his eye, looking for color, abrasions, irregularities, and the like.  The receptacle cross-references his eye with one in a database, and when the match is found, the door opens.

Two other types are voice and facial recognition. Voice recognition has adopted a way in which a user can simply speak a command into a receptacle and the security system will cross-examine the sin-wave of their voice with the base. If a match is found, access is granted. Voice recognition is relatively easy to implement, as it is to use. This ease of use has caused it to become popular among employees. The other type, facial, is when a picture of a person’s face is taken and the system cross-references certain points against a base picture. The system may look for ocular pivots, nasal lengths, blemishes, and the like. Any of these may be used to pinpoint a person simply by photograph.

The final type is signature verification. This is where a person signs a signature onto a platform and it is analyzed. The system looks for widths between letters, loop sizes, the way a letter is crossed or dotted, and so forth to find a match. Signatures are used everyday by everyone in the world as a way to do transactions of almost every kind. Because of this, a signature is almost second nature to a person, causing the signature to become almost identical every time it is written.

Simple forms of signature verification are used everyday.  Credit cards, legal paperwork, delivery acceptances, these are all forms in which signatures are required.  Credit cards, for example, require a signature before the banking transaction can complete.  A person signs the receipt and the transaction completes.  Although anyone could use a stolen credit card and sign the owners name to it, the signature could be analyzed against the owners if a dispute occurred. Also, take a look at how packages are delivered. When FedEx shows up at your house with your much-awaited “Dude! I’m getting’ a Dell” computer, you have to sign the delivery slip. When you put your signature on that slip, you are stating that you received the package.  This signature says it was “You” who accepted it. 

However, there are some problems with Biometrics. The most available argument is the variable of health. Human bodies change everyday; be it from growth or simply as an adaptation to the surroundings or interference thereof. One area of Biometric problems is with the implementation of Biometric Reading Sensors. Dust, hand-cream, and lotion can cause a buildup on a sensor, making it difficult for the system to collect an exact image of what is needed to collect. Injuries: cuts, scratches, broken bones can affect how the skin repairs itself or how bones heal. This can cause a system to deny access to the correct individual. For example, consider a secretary trying to access specific data and a palm print is needed. Suppose she just put on some Herbal Essence hand lotion. When she places her hand on the reading device, the lotion could transfer to the surface of the reading device. When the light that is used to read the palm passes under her hand, the lotion could cause the light to be unintentionally refracted. This refraction could cause the system to determine that she isn’t the secretary and deny her access. Furthermore, suppose an employee works in an area where fingerprints are used. The employee accidentally receives a nasty paper cut and leaves the secured area to the bathroom to clean off their injury. When they return, they place their finger on the reading surface and are denied access to their work area because the newly acquired injury has changed their fingerprint.

Let’s face it, people get sick. Suppose you have a sore throat; that will cause the wave of your voice to change. This in turn will alter the recognition of your voice against the security system. Voice also has problems. With the emergence of faster, more powerful computers, digital encoding and processing can allow someone to record a voice and digitally duplicate it. Once duplicated, it can be played-back at a terminal, causing the system to grant access to the wrong person. An extension of this is the ability to record phone conversations. A person could route a phone conversation through a computer, then analyze the other person’s voice. After it is analyzed, they can process their voice as someone else’s voice.

Another point is that people wear makeup. Eye shadow can cause a facial recognition system to reject the user because the makeup could make the user to appear to have larger ocular cavities. For instance, a facial recognition system might be configured to check the points skin tone and layout of a person’s face. If a person was wearing eye shadow makeup that gave their eyes a slight bluish tint, the facial recognition system might consider that as an irregularity and deny access to the person.  

Possibly the most changing feature to a person is now Lasik.  Lasik is eye correction using laser technology.  A person undergoes Lasik surgery to have their vision corrected with a laser. The laser burns away layers of the Cornea allowing for better sight.  A new laser type is now being adopted called WaveFront. This type of laser will correct any type of irregularities located on the eye.  Doing so will make a person almost impossible to use a vision reading Biometric sensor to have their eye scanned against a stored base.  The system will want to compare the scan against the stored base to look for those irregularities  that  are  not  there  anymore.  This  will  cause  a denial of  access  to  the  use.

Another problem with Biometrics are the increasing ways to overcome the security. Look at Hollywood. Many movies come from there every year which have some form of Biometric security systems that someone is trying to get past. In the 2000 version of Charlie’s Angles, the Angles must break into a secured area, however they need an eye and hand scan for access. For the eye, they use a surface- and heat-scanning device to take a picture of the guard’s eye (these devices can be found at any Lasik Eye Surgery office). They embed these pictures onto a contact lens. For the hand scan, the Angles scan the fingerprints off of a beer bottle and transfer them to a hand mold. Although this was only a movie, it did work.

Also, look at violence as a way to overcome Biometrics security systems. Hollywood depicted Wesley Snipes in Demolition Man as a criminal who needed to escape a holding area. However, to exit, an eye scan is needed. He got out, but only after he cut out the doctor’s eye. Who ever said that for a fingerprint, the finger must be attached to the hand? And what’s to stop a determined thief from covering that steel vault in the back of the bank with C4? In my opinion, a swipe card along with a retinal and palm scan isn’t going to do it.

Something that has yet to be discussed so far is the ability for authorized people to be bought. In this context, bought refers to when a person is paid do to actions that they would normally not do. Usually this occurs when an opposing company wants secret information about their competition or would like harm done to a competitor that would set their business back.  Suppose Jack works for a local distribution company as a network administrator, we’ll call it Distro-A. He makes $45,000 a year and is one of a few who have access to a restricted area. When company Distro-B asks Jack to take down the Distro-A network, he refuses; they then offer him $65,000, a job at $50,000 a year, and he agrees. Jack uses his authorization to take down the network, which is a plus for Distro-B. Although the network could be located behind a restricted area, Jack (along with the other administrators) has access to it, and he would be able to do what Distro-B wanted him to do. Without Biometrics, it might be impossible to tell who exactly accessed the restricted area. However, with Biometrics, it would be easier to look at the access codes and see that Jack’s Biometric information was used. He’d then be flagged as a security risk and handed over to the proper departments to be dealt with.

Now let’s take a look at one more problem with Biometrics; the database that stores the Biometric information.  This database must be closely monitored and tightly secured. Should it not be, the entire Biometrics security system could be compromised. For example, should one gain access to the database, they could close its  services. This would not allow anyone to access any of the restricted sites that the system kept control over.  

Another factor of this problem is the amount of time it could and does take to keep the system updated and running. The system will likely require updates to make readings more and more accurate. Who will implement these updates? What happens when the company hires a new employee? Who will decide what permissions that employee has and what types of Biometric encoding will the company require of the person? If a picture is needed, who will be in charge of entering that person into the system so that they will have authorization to the needed areas? How convenient will this process be, or will it not be?  Will employees want to take time out of their busy day to sit in front of a recording station and speak certain commands or have their picture taken multiple times? How many times will the person be required to scribble their signature? Will the company allow people to wear makeup if they must use a reading device to access certain restricted areas? These are all valid areas that must be taken into consideration.

Finally, how will employees feel about giving part of their biology to the company in which they work for? Will they see it as an invasion of privacy or  “let  it  fly”.  Most  will probably not mind and treat it as a must do type of thing. However, some employees might wonder what the company could do with the acquired Biometric information. If an employee leaves the company, will their information be purged from the system or will the company keep it? Employees should be in the position to know for what and how their given Biometric information will be used. 

Biometrics provides a good sense of security and safety when it can be placed in use. However, with the great demand for security and the concern of being compatible, Biometrics seems to have problems with implementation.  If users can cope with the requirements then Biometric systems will be a great implementation. While administrators will be required to make constant updates and keep sensors clean, the cost of the systems will dramatically increase over the years. Once the factors of cost and user-friendliness can coexist with the ever-changing human race, Biometrics will provide a needed basis for biological protection.
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